
## ADMIN:   Puppet lecture at Lyon University
## Date:    19/05/2017

# Class: install puppet packges
#
class { 'install::config_management_system':

evaluate::packages {['config_management_system']:}
package { 

['puppet','hiera','facter','puppetdb']: 
ensure => installed,
version => '4.10';

['chef','ansible']:
ensure => absent;

}
}
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Who am I ?
u Christopher Jon Lee
u XPLOD Systems

u Diploma in Business Computing (1997)
u MSCE +I (2000)
u Computer hardware and software for small companies

u CERN (2012)
u University of Johannesburg (2012/15)

u Systems Administrator for the ZA-UJ Tier 3 grid cluster

u ATLAS – Trigger & Data Acquisition (TDAQ) (2012/17)
u Systems Administrator High Level Trigger Farm: ~4000 machines 

u University of Cape Town (2015/17)
u Adjuct Research Office

u ATLAS – Central Service (ADC) (2017)
u Coordinator of all ATLAS Offline Central Services
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What do I do
u Systems Administration
u Configuring, deploying and maintaining server 

machines 
u Hardware

u 4 different OEMs
u Switches 

u Software
u 3 different Operating Systems
u Custom made RPM’s

u Services
u Apache
u SSH
u DNS
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u HDD vendors / types
u Virtual Machines

u DHCP
u NTP
u MySQL/Maria/PSQL



How do we maintain all of that?
u Bash Scripts
u KickStart files

u Time required
u Stability
u Consistency
u Accountability
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Puppet
u Puppet is a configuration management tool that is extremely powerful in deploying, 

configuring, managing, maintaining, a server machine
u https://vimeo.com/57402168:
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Why Puppet?
u Declarative language
u Define good KNOWN machine STATE
u Saves Time
u Documentation
u Handle Multiple OS
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How Puppet Works
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Define: With Puppet's 
declarative language you 

design a set of 
relationships between 

resources within reusable 
modules. These modules 

define your infrastructure in 
its desired state.

Simulate: Puppet is 
unique in its ability to 

simulate deployments, 
enabling you to test 

changes without disruption 
to your infrastructure.

Enforce: Puppet 
compares your system to 
the desired state as you 

define it, and automatically 
enforces it to the desired 

state ensuring your system 
is in compliance.

Report: Puppet reports 
track relationships between 

components and all 
changes, allowing you to 
keep up with security and 

compliance mandates. And 
with the open API, you can 
integrate Puppet with third 

party monitoring tools.
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Idempotent
https://en.wikipedia.org/wiki/Idempotence

u Puppet only changes resources or attributes that are out of sync
u Produces the same end result, no matter how many times puppet 

is run.
u Describes the FINAL state, rather than a series of steps to follow
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Running puppet
u Puppet can run in two different ways
u Apply: https://docs.puppet.com/puppet/4.10/services_apply.html

u Agent: https://docs.puppet.com/puppet/4.10/services_agent_unix.html

u Differences:
u Principle of least privilege
u Ease of centralised reporting and inventory
u Ease of updating configurations
u CPU and memory usage on managed machines
u Need for a dedicated master server
u Need for good network connectivity
u Security overhead
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Declarative Language (DSL)
u The user models the desired state
u Puppet figures out how to enforce it.
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BASH

Puppet

*Spelling error in bash code ;)



Puppet Resources
u https://docs.puppet.com/puppet/4.10/lang_resources.html
u Resources are building blocks 

u Resource Abstraction layer
u Providers

u They can be combined to create larger components
u They model the expected state of a your system
u # puppet resource --types
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Resource Abstraction Layer

File

Apt

Package

Apt

Yum

Gems

Deb

RPM

Service

Redhat

Launched

SMF

Debian

User

Useradd

Ldap

Netinfo



State Configuration

ONLY configures the desired state!

and ENFORCES it
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Scope
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https://docs.puppet.com/puppet/4.10/lang_scope.html



Variables
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u Variables store values so they can be accessed later.
u In the Puppet language, variables are actually constants, since they can’t be 

reassigned. But since “variable” is more comfortable and familiar to most people, 
the name has stuck.

u Puppet only allows a given variable to be assigned once within a given scope.
u Assigning variables

u $content = "some content\n"
u Arrays

u [$a, $b, $c] = [1,2,3] # $a = 1, $b = 2, $c = 3
u Hashes

u [$a, $b] = {a => 10, b => 20} # $a = 10, $b = 20
u Accessing out-of-scope variables

u You can access out-of-scope variables from named scopes by using their qualified 
names: $vhostdir = $apache::params::vhostdir

u Note that the top scope’s name is the empty string — thus, the qualified name of a 
top scope variable would be, e.g., $::osfamily.



Variables examples
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Notice: The operating system is MyOS

Notice: The operating system is Darwin



u Before requesting a catalog (or compiling one with puppet apply), Puppet 
will collect system information with Facter. Puppet receives this information 
as facts, which are pre-set variables you can use anywhere in your 
manifests.

u Facts are sent to the master
u Facts are the only thing the master knows about the agent
u Exposed as global variables (top scope) during the catalog compilation

u The custom facts walkthrough explains in detail how to write and distribute 
your own custom or external facts.
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Directory structure
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https://puppet.com/blog/magic-directories-guide-to-puppet-directory-structure
https://docs.puppet.com/puppet/4.10/modules_fundamentals.html



Puppet “files”
u site.pp
u init.pp
u Puppet supports two templating languages:

u Embedded Puppet (EPP) uses Puppet expressions in special 
tags. It’s easy for any Puppet user to read, but only works with 
newer Puppet versions. (≥ 4.0, or late 3.x versions with future 
parser enabled.)

u Embedded Ruby (ERB) uses Ruby code in tags. You need to 
know a small bit of Ruby to read it, but it works with all Puppet 
versions.

20/05/2014 C.J.Lee - UJ, ATLAS TDAQ SysAdmin 20



Classes
u The core of the Puppet language is declaring resources.
u Every other part of the language exists to add flexibility and convenience to 

the way resources are declared.
u Groups of resources can be organized into classes, which are larger units of 

configuration. 
u While a resource might describe a single file or package, a class can 

describe everything needed to configure an entire service or application 
(including any number of packages, config files, service daemons, and 
maintenance tasks). 

u Smaller classes can then be combined into larger classes which describe 
entire custom system roles, such as “database server” or “web application 
worker.”
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Class Example
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class ntp {
case $::operatingsystem {

centos, redhat: { $service_name = 'ntpd' }
debian, ubuntu: { $service_name = 'ntp' }

}
package { 'ntp':

ensure => installed,
}
service { 'ntp':

name => $service_name,
ensure => running,
enable => true,
subscribe => File['ntp.conf'],

}
file { 'ntp.conf':

path => '/etc/ntp.conf',
ensure => file,
require => Package['ntp'],
source => "puppet:///modules/ntp/ntp.conf",
# This source file would be located on the Puppet master at
# /etc/puppetlabs/code/modules/ntp/files/ntp.conf }

}



Nodes
u A node definition or node statement is a block of Puppet code that will only be 

included in matching nodes’ catalogs. 
u Node statements only match nodes by name. By default, the name of a node is 

its certname.
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Defines
u Defined resource types (also called defined types or defines) are blocks of Puppet 

code that can be evaluated multiple times with different parameters. 
u Once defined, they act like a new resource type: you can cause the block to be 

evaluated by declaring a resource of that new resource type.
u Defines can be used as simple macros or as a lightweight way to develop fairly 

sophisticated resource types.
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Roles and Profiles
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https://docs.puppet.com/pe/2017.1/r_n_p_intro.html



Manipulation of files: Direct
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Manipulation of files: fileserver
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Relationships: Metaparameters
u Puppet uses four metaparameters to establish relationships, and you can 

set each of them as an attribute in any resource. 
u The value of any relationship metaparameter should be a resource 

reference (or array of references).

u before — Applies a resource before the target resource.
u require — Applies a resource after the target resource.
u notify — Applies a resource before the target resource. 

u The target resource refreshes if the notifying resource changes.
u subscribe — Applies a resource after the target resource. 

u The subscribing resource refreshes if the target resource changes.

u https://docs.puppet.com/puppet/4.10/lang_relationships.html
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u You can create relationships between two resources or groups of resources 
using the -> and ~> operators.

u -> (ordering arrow; a hyphen and a greater-than sign) 
u Applies the resource on the left before the resource on the right.

u ~> (notifying arrow; a tilde and a greater-than sign) 
u Applies the resource on the left first. If the left-hand resource changes, the 

right-hand resource will refresh

Relationships: Chaining
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Single source of truth: Hiera

u Hiera is a key/value lookup tool for configuration data, 
built to make Puppet better and let you set node-
specific data without repeating yourself.

u Keeps site-specific data out of your manifests.
u Avoids repetition
u Hiera uses a configurable hierarchy

u static data sources (with names like “common”)
u dynamic ones (which can switch between data sources)
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Hiera
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PuppetDB
u PuppetDB stores:

u The most recent facts from every node
u The most recent catalog for every node

u Optionally, 14 days (configurable) of event reports for every node
u Together, these give you a huge inventory of metadata about every node in 

your infrastructure and a searchable database of every single 
resource being managed on any node.

u Puppet itself can search a subset of this data using exported resources, 
which allow nodes to manage resources on other nodes. 

u The remaining data is available through PuppetDB’s query APIs (see the 
navigation sidebar for details).

u https://docs.puppet.com/puppetdb/latest/index.html
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How we use puppet
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How we use puppet
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Monitoring
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Questions
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